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  A B S T R A C T 

The implementation of a protected communication between two 

parties is becoming a problematic due to the possibility of attacks 

and other unintended fluctuations over an unsecured network. 

However, there are certain approaches called cryptography and 

steganography are commonly used to ensure security of secret 

data. These approaches are individually not appropriate for 

extensive security of various data. The secret image size is 

reduced using the discrete wavelet transform (DWT) in this work. 

Next, an advanced encryption standard (AES) approach is used to 

encrypt the information, resulting in a system of phases. The least 

significant bit (LSB) method is employed to hide the encrypted 

image. The results illustrate that the combined approach is 

achieved PSNR of 48.9 dB and SSIM of 0.93 for stego-image. 

This performance clearly demonstrates the combined approach is 

able to provide enhance the stego-image quality and structural 

similarity index.  

Keywords: Discrete Wavelet Transform (DWT), Least 

Significant Bit (LSB), Cryptography and steganography, 

Advanced Encryption Standard (AES). 
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1.  INTRODUCTION 

Digital communication as a technique of 

transmitting information is now more common 

due to the Internet's fast development [1]. The 

most crucial problem with digital 

communication is the integrity and security of 

information transmitted across the internetwork 

connection. As a result, academics are working 

to find fresh ideas and methods for protecting 

sensitive information from malware and hacker 

exposure while it is transmitted via the 

internetwork [2]. In this work, we explore the 

most popular data security approaches, 

steganography, and cryptography, to give 

integrity and security to consumers in securing 

their access from unauthorized individuals. 

Steganography is a technique for concealing 

sensitive information that uses a main picture 

but is incomprehensible to unauthorized 

individuals & hackers [3]. The essential 

authorities who know how to retrieve it have 

the sensitive information, but users cannot 

access it. The steganography may conceal 

sensitive data in the cover image using specific 

algorithms [4]. Everything represented as bits, 

including text, images, music, and video, can 

be secret messages. Transfer to the receiver 

starts with choosing the right channel. The 

decoder technology is employed with identical 

steganography for receiving original 

information from the sender after the hidden 

data have been inserted in the cover picture, 

also known as a steganographic [5]. Most 

significant bit (LSB) steganography methods 

are extensively utilized and regularly employed 

in various investigations. Images can be 

compressed to use less storage, quickly 

transport information, and pay less for internet 

traffic and storage hardware. We will therefore 

have a second layer of protection when we 

combine cryptography with hiding data. 

Data can be concealed to stay private from 

unauthorized parties using cryptography [6]. 

Three alternative approaches are now 

employed, symmetric key, asymmetric key, 

and hashing [7]. Before, this system could only 

encrypt and decrypt transferred 

communications utilizing private keys. The 

actual text is the term used to describe the data 

that has to be concealed, while encryption is 

the technique used to do so. An "encryption 

key," the source to the process and the text, is 

often used to provide encryption. The recipient 

needs a decryption that employs an appropriate 

"decryption key" to decrypt encoded message 

and reveal the data [8]. Verification, 

confidentiality and secret, and integrity are 

three particular access control for every 

encryption method [9]. The most extensively 

used cryptographic algorithms in use today are 

DES [10], Rivest-Shamir-Adleman (RSA) 

[11], AES [12], Rivest Cipher 4 (RC4) [13], 

and others. 

The process of compression involves lowering 

the amount of bits necessary to encode the 

information while maintaining or slightly 

lower (acceptable) accuracy [14]. Lossy 

compression and compression without loss are 

the 2 compression methods are offered [15]. 

Lossy compression states to approach that 

actual data such as images, drop few of its 

reality [16]. Several lossy compression 

techniques exist, including discrete cosine 

transforms (DCT), transform coding, chroma 

http://www.ijamsr.com/


Vol 3, Issue 10, 2020 Impact Factor:2.58           DOI: https://doi.org/10.31426/ijamsr.2020.3.10.3819 

           

 

 

    IJAMSR  3 (10)                 October 2020                    www.ijamsr.com                                    100 

 

International Journal of  

Advanced Multidisciplinary Scientific Research (IJAMSR) ISSN:2581-4281 

subsampling, texture features and discrete 

wavelet transforms (DWT) [17]-[18]. 

Typically, medical imaging, artwork, and 

comics uses compression without losses. 

Predictive coding, Huffman coding, Run-

length coding, Lempel Ziv Welch (LZW) and 

entropy coding [19]-[20] are a limited 

instances of compression procedures without 

losses. Thus, the DWT approach is employed 

to reduce images. It handles various image 

formats, including PNG, JPEG, and BMP. In 

terms of its picture library, DWT is reliable 

and efficient. It works well with data that is 

confined in time [21].  

2. RELATED WORKS 

A novel way of enclosing data inside the 

picture was recommended to improve security 

and efficiency. The DWT technique is used in 

this system to compress the hidden image, and 

AES algorithm is employed to encrypt the 

stored information. The LSB approach was 

used to conceal the encrypted information [21]. 

According to the analysis findings, when the 

tactics are used together, the quality of the 

steganography is preserved, performance is 

better by 44%. The approach secures the 

communication using the AES and columnar 

block ciphers, embeds it into the image using 

the 1-LSB approach, and then reverses the 

process to retrieve the information at the other 

end [22]. Hence, this approach maintains the 

image's architecture and adds a further degree 

of protection through powerful encryption 

algorithms. 

 

 

Batch steganography protects information 

exchange from one end to the next. Frequently, 

the message can be encoded within the cover 

image using a password. The information is 

encrypted using the SHA-256 and AES 

hashing and encryption algorithms. Following 

the XOR operation, the encryption passwords 

have been employed [23]. Decrypting the 

information takes a long time without 

understanding the inputs and procedures 

employed; this protects against information 

stealing and potential cyber-attacks. The 

approach uses steganography and encryption 

for IoV and is believed. This technique's 

Efficient Algorithm for Secure Transmission 

(EAST) combines steganography and 

encryption [24]. This approach is compared to 

many algorithms, DES, G-DES, Standard LSB 

and AES. Outcomes for the recommended 

EAST approach are encouraging; compared to 

the latest research, it demonstrated superior 

speed of 0.86 ms, and PSNR of 78.58%. 

Employing modern encryption standards, 

elliptic curves cryptography, and LSB 

steganography compared to new cube-based 

obfuscation will increase safety and memory 

for information stored in the cloud platform. 

Hybrid AES, ECC, LSB steganography [25], 

and Innovative Cube-Based Obfuscation 

Techniques are the 2 types considered. In 

addition to using less storage capacity, this 

method transforms the information into an 

unintelligible state that prevents attackers from 

identifying the image or stealing 

steganography images. According to the 

findings, cube-based obfuscation appears safe 

and takes up minimal storage capacity than 

hybrid ECC, LSB, and AES steganography. 
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DES and AES-based 128-bit crucial cross-

breed method (CBA-128) is used to boost 

protection and employs steganography-based 

encryption to protect information [26]. At the 

same time, it is transmitted over the network. 

The model gives the data better protection to 

thwart unauthorized entry. The trials 

demonstrated effectiveness and efficiency in 

terms of duration and security settings. 

To improve data security, four procedures were 

taken at both the source and recipient ends of 

the communication chain. First step, encrypt 

the image by using AES algorithm [27]. By 

using LSB-based picture steganography to 

conceal this combined text image and cover 

image, data security is increased. For safe 

information transfer from the sender end, the 

Steganography picture is separated and 

categorized. When the input data has been 

decrypted, several comparison indices, 

including PSNR, MS-SSIM, MSE and SSIM 

among the input and returned picture offer 

sufficient data integrity. A combined approach 

using the LSB and the RSA and Caesar Cipher 

methods is used in this framework. The 

findings from the test demonstrate the safety 

and excellent value of the cover data that won’t 

be easily detached from the genuine image of 

the method [28]. 

The application of the AES-CBC and LSB 

combined steganographic cryptography 

approaches with image processing to search for 

less contrast regions where the encoded data 

will be placed [29]. This combined approach is 

established to direct a plaintext file hidden 

inside a BMP picture, making any changes to 

the image invisible to the human eye and 

undetectable by steganographic analysis. It’s 

discovered as a consequence that the fusion 

method used has three levels of protection over 

plaintext that has been encoded and concealed 

in a picture, making it challenging to 

compromise the security of the data transferred 

in a stego-image. The method emphasizes the 

LSB matching steganography approach. Before 

using the steganography approach to secure 

two-layer protection of private communication 

[30], the AES technology is employed for 

increased safety. Moreover, the enhanced LSB 

steganography method supports mosaic 

pictures well. Stego-image provided great 

PSNR values than other ways using a superior 

version of LSB when the concealed text was 

incorporated into the mosaic image. The PSNR 

value of the recommended method, which has 

a maximum capacity of 32 bytes, is 85.65 dB 

compared to other spatial domain techniques. 

3. PROPOSED METHODOLOGY 

We provide a hybrid approach to blend a 

hidden picture into another. This system uses 

three algorithms to increase data security and 

efficiency: the DWT compression technique, 

the AES cryptography, and the LSB 

steganography approaches. The combined 

architecture of the designed approach is shown 

in Figure 1 and 2. The two critical stages of the 

proposed approach are implantation and 

extraction. The tasks that need to be finished to 

protect and hide the unseen image confidential 

the cover image is included in the implantation 

phase. The sender uses the DWT technique to 

compress the hidden image and the AES 

algorithm to encrypt the trampled image to 

create ciphered bits, which are then implanted 
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into the cover image using the LSB method. 

Stego-images is delivered to the receiver over 

the cyberspace. The encryption image will be 

taken since the stego-image during extraction 

to obtain the hidden picture. Afterward, 

employing the same key as during encryption, 

the computed data is decoded by applying the 

AES. The DWT procedure is then applied to 

decompress the hidden picture. 

3.1 Discrete wavelet transform 

The wavelets are separately experimented in 

DWT. A DWT's primary advantage is the 

periodic resolution that its Fourier transforms 

enable [31]. DWT gathers location and 

frequency data over time. Wavelets are local 

signals having uneven shapes, some different 

arrangements, and the mean value is 0. 

Wavelets oscillate up and down with the axis 

and integrate to zero. Several wavelets have an 

orthogonal property that is suitable for a 

compact signal presentation and guarantees 

that data is not heavily represented [15]. A 

wavelet transform divides the signal into scaled 

and shifted copies of the real wavelets or 

components. The wavelet coefficients are 

decreased until the decomposition is finished to 

eliminate some details. 

3.2 Advanced encryption standard  

The National Institute of Standards and 

Technology (NIST) has picked the symmetric 

block cipher, Rijndael as the AES. The data 

encoding approach is modified with this 

method (DES). AES employs a single key that 

might be 128, 192, or 256 bits long as part of 

the encryption [32]. AES is an asymmetric 

encryption algorithm since it uses the same 

encryption and decryption key. Asymmetric 

encryption techniques, in contrast, employ two 

distinct keys: public and private. A binary data 

string used for encoding is all that an 

encryption key is [33]. While utilizing the 

identical encryption key to encode and decode 

the data, it is crucial to keep it secret and to 

choose keys that are challenging to decipher. 

Programs used for this specific job can 

generate several keys, which can also be 

derived from the passphrase. A single 

password should never be used as the 

encryption key in a good encryption scheme. 

3.3 Least significant bit steganography  

The commonly used LSB stenographic 

algorithm embeds the hidden picture inside of 

an image cover. Binary conversion is possible 

for the cover image and secret image pixels. 

One bit of the hidden image replaces the LSB 

of the cover image. A stego-image is the 

product of concealment when the hidden 

picture is included in the cover image. 

Mathematical explanations for joint LSB 

operations are given in [34]. 

This implementation aims to further this 

crucial area of scholarly research by 

investigating the combined security model and 

testing of various situations. Figures 1 and 2 

shows the recommended model is realized. The 

security model which guides the user complete 

queries concerning the approach and the user 

should select such as Source block or 

destination block. 
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Figure 1: Sender side 

 

 

The module executes the subsequent process if 

Sender Side is chosen. 

Stage 1: choose a cover image from data 

storage.  

Stage 2: select a hidden image as our input 

image.  

Stage 3: By selecting the "compress picture 

(DWT)", you may reduce the size of secret 

image using the DWT technique as the first 

layer. You can then examine the reduced image 

in the reduced image size. 

Stage 4: To implement the second layer, 

choose the "Encrypt picture (AES)", then type 

the hidden key to encode the hidden  

 

 

information, which has a length of 128 bits. 

The application then turns the reduce image 

size into a binary array byte to be encoded 

using the AES technique. 

 

Step 5: In the last layer of the proposed 

approach, select "Steganography (LSB)" to 

insert the hidden image in the case/cover 

image. The cover image pixels must be 

converted into binary format for this layer. The 

RGB cover image's pixels each correspond to 

an 8-bit byte. As an outcome, with our initial 

system's LSB image-based steganography, we 

were able to conceal 1 bits of hidden 

information in each pixel. 
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Figure 2: Receiver side 
 

 

The module executes the subsequent process if 

Receiver Side is chosen. 

Stage 1: chosse a stego-image.  

Stage 2: To get the encoded information from 

the concealed image and illustrate it in the 

encoded image.  

Stage 3: With the similar hidden key in the 

encoding procedure, assessment the reduced 

image.  

Stage 4: To attain the hidden image, view the 

input image in the hidden image region. 

4. RESULT AND DISCUSSION 

The confidential image is compressed and 

encrypted in the proposed approach before 

being hidden in cover images, as said, to be 

examined and evaluated. To further explain 

this, we selected ten cover images of various 

sizes and, following extensive tests, evaluated 

the performance data. 

A method for assessing how similar two 

pictures are is called structural index similarity 

(SSIM). The standard evaluates an image's 

quality compared to a distortion-free input 

image. A reference, the presenter image is 

utilized while the stego-image is being 

examined, regarding stego-image in data.  The 

presenter image is regarded as the input image, 

and the stego- image is the image being 

analyzed. 

𝑆𝑆𝐼𝑀 (ℎ, 𝑆)  

=
(2µℎµ𝑠 + 𝑏1)(2𝜎ℎ𝑠 + 𝑏2)

(µℎ
2 + µ𝑠

2 + 𝑏1)(𝜎ℎ
2 + 𝜎𝑠

2 + 𝑏2)
 

Maintaining the divide Indicating the 

covariance and average of the variables, the 

denominator is made weak by the variables b1 

and b2, respectively. 
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The PSNR is the ratio of the determined signal 

to the total noise it is subjected to. 

𝑃𝑆𝑁𝑅 = 10. 𝐿𝑜𝑔10 
𝑚𝑎𝑥2

𝑀𝑆𝐸
 

To determine the quality differential between 

the cover picture and the steganography, the 

PSNR is utilized. The PSNR is better if the 

PSNR is higher. The performance of the 

suggested strategy to conceal hidden pictures 

was assessed using the performance metrics 

PSNR and SSIM. The evaluation criteria for 

applying this proposed strategy to the ten 

images are shown in Table 1. Figures 3 and 4 

show the results from Table 1 visually. 

According to the performance evaluation for 

the approach in Figure 4, the average PSNR is 

48.9 dB, which is close to other methods in 

most cases. According to the average value, the 

stego-image quality is good. The visual quality 

distortion in the stego-image is often 

problematic for human eyes to detect if the 

PSNR value exceeds 45 dB. We can validate 

using LSB that the high PSNR values indicate 

a well-hidden image with little noise influence 

throughout the operation. The SSIM 

parameters for the steg-image are likewise 

evaluated using the proposed methodology. 

The average SSIM value was discovered to be 

0.93, as shown in Figure 3. High SSIM values, 

in other words, show that the approach only 

little altered the stego-images. 

 

Table 1. findings of performance metrics using SSIM and PSNR 

 

Stego-Image SSIM PSNR 
Image1 0.9318 48.391 
Image2 0.9265 46.802 
Image3 0.9311 48.147 
Image4 0.9399 44.677 
Image5 0.9176 51.204 
Image6 0.9451 47.118 
Image7 0.9188 47.355 
Image8 0.9452 50.038 
Image9 0.9369 52.899 
Image10 0.9244 49.441 

 

 

 

 
Figure 3. The SSIM value of stego-image
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Figure 4. The PSNR value of stego-image 

According to our work, combining approach 

steganography, encryption, and compression 

techniques can increase system security and 

evaluation greater than using each approach 

alone. 

5. CONCLUSION 

For high security and capacity, a combined 

security approach that hiding secret image 

inside another image. This combined approach 

has three consecutive process such as 

compression, cryptography and steganography. 

In compression process, DWT approach is use 

to diminish the hidden image size. Then, an 

AES technique is used to confirm hidden 

security of image and use the LSB approach to 

hide secret image within the case/cover image. 

The experiment outcomes depict the mean 

PSNR 48.9 dB and average SSIM 0.93 with 

good quality of stego-image. This proves the 

combined approach improves the data security 

and its performance due to its three layers of 

security.  
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